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HucTpykuus
IJISE 00y4YAKOLIUXCA M0 00ecnevYeHn 0 MH(POPMANMOHHON 0€30ITAaCHOCTH NP
HCNO0Jb30BaHUU ceTH « UHTepHEeT» ISl pa3MellleHUs B Y4eOHbIX Ka0MHETAX, B
KOTOPBIX OCYLIeCTBJsieTCsl A0CTYN B ceTh « UHTepHeT»

C KaxaplM TOJOM MOJOJEKH B MHTEPHETE CTAHOBUTHCA OOJBIIE, a IIKOJIbHUKU
OJHM M3 CaMbIX AaKTUBHBIX IOJb30Barenel Pynera. Mexnay TeM, ITOMHMO
OTPOMHOT0 KOJMYECTBAa BO3MOXKHOCTEH, HMHTEpPHET HECeT U MpolieMbl. JTa
naMsATKa JI0JKHA TOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.

Komunbrorepabie BUpYChI

KoMmnbroTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MpPOrpamM,
OTIIMYUTENBHOU OCOOEHHOCTBIO KOTOPOU SIBJIETCS CIIOCOOHOCTh K PA3MHOKEHUIO.
B nonosniHeHue K 3TOMy, BUPYChl MOTYT MOBPEIUTh WU MOJHOCTbIO YHUYTOXKUTD
Bce (hailiIbl U JaHHBIC, TIOJIKOHTPOJIbHBIE TIOJIB30BATEIN0, OT UMEHH KOTOPOTO ObliIa
3ammylieHa 3apakeHHasl porpamma, a TakKe MOBPEIUTh WK AK€ YHUUTOXHUTh
ONEpPaLMOHHYIO0 CUCTEMY CO BceMU (pailiaMu B 1ieioM. B OOJIbIIMHCTBE Cily4yaeB
pacupoCTpaHsIOTCS BUPYCHI Yepe3 UHTEPHET. MeToAbl 3allUThl OT BPEIOHOCHBIX
MPOTPaMM:

1. Hcnonb3yli COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIIUE CEPbE3HBIN
YPOBEHB 3ALIUTHI OT BPEAOHOCHBIX TPOTPaAMM;

2. [TocTtossHHO ycTaHaBiuBail mnayTd (UUM@pOBBIE 3alIaTKH, KOTOpbIE
ABTOMATUYECKH YCTAaHABIMBAIOTCS C ILIEJIbI0 JOPaOOTKM MPOrpaMMbl) U JIpyrue
OOHOBJICHUS CBOEM oOmepalMoHHOW cucTeMbl. CkauumBaii HX TOJBKO C
opunmanbHoro caira paszpadorunka OC. Ecaum cyniecTByeTr  pekum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpPE II0JI IIpaBaMH IIOJIb30BATENsA, a HE
aIMUHUCTpAaTOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOTPaMM
MHCTaJUIMPOBAThCA Ha TBOEM NIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnons3yit  aHTUBUPYCHBIE  NPOTpaMMHbIE  MPOAYKTHI ~ M3BECTHBIX
MIPOU3BOIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0a3;



5. Orpanunub HU3HUECKUN JOCTYN K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHEIIHUE HOCUTENN UH(OPMAIIH, TAKKE KaK (ielliKa, TUCK UIH
(aiin U3 uHTEpHETa, TONBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He otkppiBaii koMmmbroTepHBbIE (Dailiibl, MOJyYEHHBIE M3 HEHAJC)KHBIX
UCTOYHUKOB. J[axke Te (aitsibl, KOTOpBIE MpUCTaT TBOW 3HAKOMBIH. JlydIie yTouHu
y HEro, OTIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 370 He BUJ nIepeiauu JaHHbIX, HE TEXHOJIOTHs, a BCETro JIUIb OpeH/I, MapKa.
Eme B 1991 rogy Huaepnanjackas komnanus 3apeructpuposana openg "WECA",
9yT10 0003Hayano cioBocoueranue "Wireless Fidelity", koTopblii mepeBoauTCs Kak
"GecrpoBOHAS TOYHOCTB".

Jlo Haiero BpeMeHM Jaouuia Jipyras adb0peBuaTypa, KOTopas sIBISETCS TaKOW ke
TexHosnoruen. 9to abopeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO 1aHO C HAMEKOM
Ha CTaHJapT BhICIICH 3ByKoBOM TexHukn Hi-Fi, uTo B mepeBoe o3HavyaeT "BhICOKas
TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-IOCTYIl B Kade, OTEeNsIX U a’dpornopTrax SBISETCS
OTJIMYHOM BO3MOXHOCTBIO BbIXOJla B MHTEpHET. HO MHOTHE 3KCHEepThl CUMTAIOT,
yTo obmenoctynasie Wi-Fi ceTu He sBIsSItOTCS 0€30MacHbBIMU.

CoBeTbl 10 6€30MaCHOCTH pabOTHI B 00IIENOCTYIHBIX ceTax Wi-fi:

1. He nmepenapaii cBoro nuuHyto uHdopmaimoo yepe3 oomeaoctynabie Wi-Fi
cetu. Paborasi B HUX, JKeJaTeIbHO HE BBOJIUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKHUE -
TO HOMEPA;

2. Hcnonb3yit 1 OOHOBISH aHTUBUPYCHBIC MporpamMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIlb ce0sl OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. [Tpu ucnonbzoBanuu Wi-Fi otkimoun @ysnknuio "OOumii goctyn K ¢aiiiam
u npuHTepam". JlaHHas (yHKUMS 3aKpbITa 1O YMOJYaHUIO, OJIHAKO HEKOTOpPBIE
M0JI30BATENM aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
4. He wucnonw3yit myOmuunsiik WI-FI nans nmepemaum JIUYHBIX JTaHHBIX,
HaIpUMeEp IS BBIXOAA B COLIMATIBHBIE CETH MJIU B AJIEKTPOHHYIO MOYTY;

5. Hcnonb3yi Tobko 3ammuuieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BebO-anpeca BBoau uMeHHO "https://";

6. B mobOunsHoM Tenedone otkmoun ¢yakiuio "lloaxmouenne xk Wi-Fi
aBromatuuecku". He nomyckail aBTOMAaTHYECKOTO MOAKIIOYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoumnasnbHbie ceTH

CouuanbHbple CETM aKTHMBHO BXOJST B HAIly >KM3Hb, MHOTHE JIOAU pabOTaIOT U
’KUBYT TaM IMOCTOSAHHO, a B Facebook yxe 3apeructpupoBan MuIIHap] 4eiaoBeK,



YTO SIBJISIETCS. OJHOM CeIbMOM BCEX KUTENIeH TUIaHeThl. MHOTHE MOJIb30BaTeNld He
MOHUMAIOT, 4TO MH(pOpMAaLMs, Pa3MEIICHHAas] UMH B COL[MATIbHBIX CETSIX, MOXET
ObITh HaliJleHa W HCIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE HE 0053aTeNbHO C
OJlaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIMAIIBHBIX CETSIX:

1. OrpaHuyb CIUCOK JIpy3el. Y Te0s B Ipy3biX HE TOJKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIFOACH;

2. 3amuiail CBOK YacTHYIO xu3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXIEHUS U APYTyI0 JHYHYIO HHPOPMAIHIO. 3JI0YMBIIUICHHUKH
MOTYT HCIOJIb30BaTh JAaKe HHQPOPMAIMIO O TOM, KaK Thl U TBOU POAUTEIH
IJIAaHUPYETE IPOBECTH KAHUKYIIBI;

3. 3amuinai cBOI PenyTaluIo - JEPKU €€ B UUCTOTE U 3a7aBail cede BOIpoc:
XoTen OBl Thl, YTOOBI JIpyrue IMOJb30BATEIN BUIECIH, YTO Thl 3arpysKaeiib?
[Toxgymaii, mpexxJie 4eM 4TO-TO OMyOJUKOBATh, HAMTUCATh U 3arPYy3UTh;

4. Ecnu Thl roBopullb C JHOJbMHU, KOTOPBIX HE 3HACIIb, HE MCIOJB3YH CBOE
peasibHOe UM U APYTYIO JIMYHYIO UH(DOpPMALMK: UMS, MECTO KHUTEIbCTBA, MECTO
y4eObl U povee;

5. N36erait pazmemnienus ororpaduit B HTepHETE, e Thl M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOIOKEHUE;

6. [Tpu peructpanuu B COMATBHOM CETH HEOOXOUMO HCTIOIB30BATh CIOXKHBIC
MapoJiv, COCTOSALIME U3 OYKB U IU(pP U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. Jns coumanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAMMO HUCIIOIh30BaATh
pasHble maposiu. Torjga eciau TeOs B3JIIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4aT
JOCTYII TOJILKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE 1eHbI'N

DONEeKTpOHHbIE JIEHbIM - 3TO OYE€Hb YAOOHBIM CMOCOO IUIATEeXKEW, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPbIE€ XOTAT MOJIYYUTh 3TH JIEHbI .

DNEeKTPOHHBIE JEHBI'M MOSBWIMCH COBCEM HENABHO M MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCyAapcTBax O CUX NOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM (YyHKIMOHUPYIOT U O HHUX YXE MPOMHCAHO B 3aKOHE, IAe UX
pa3zeNsaoT Ha HECKOJIbKO BUOB - AHOHUMHBIE U HE aHOHUMHBIE. PasHuna B ToMm,
YTO AaHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAUTH orepanuu 0e3
UJeHTU(UKAIIIY TT0JIH30BaTENsl, @ B HEAHOHUMHBIX UJICHTU(DUKAIUS TTOJIb30BATEIS
ABJISIETCS 0053aTENLHOM.

Taxxe crnemyer pa3nuuarh 3JIEKTPOHHbIE  (UATHBIE JACHBIM  (PaBHBI
roCy/IapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE ACHBIU (HE PABHBI
roCcyJapCTBEHHBIM BAJIFOTaM).



OcHOBHBIE COBETHI IO 0€301acHOM pabOTe C NEKTPOHHBIMU JICHbrAMHU:

1. [TpuBsiku Kk cuety MOOMIIbHBIN TeneoH. ITO caMblil yTIOOHBIA U OBICTPBIN
Croco0 BOCCTAaHOBHUTH JIOCTYMN K cueTy. [IpuBsi3aHHBI TenedoH MOMOXKET, eciiu
3a0yJenib CBOM IJIATE€XKHBIM Mapojb WM 3aifjielllb Ha CaT C HE3HAKOMOTO
YCTpPOMCTBA;

2. Hcnonb3yln oaHopasoBble maponu. [locie mnepexoma Ha yCHIIEHHYIO
aBTOpH3aIuio Te0e yxe He OyAeT yrpoxaTh OMacHOCTh KpakH WIM IepexBara
IJIATEKHOTO MapoJIs;

3. BriGepu cioxubiii maponb. IlpectynmHukam OyAeT HE HPOCTO yrajaarth
CJIOKHBIN Mapoib. HanexxHble mapoiau - 3T0 mapoiid, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B €051 CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CHUMBOJIOB, TaKM€ KakK 3HAK Jojuiapa, (yHTa, BOCKIMIATENBHBIM 3HAK W T.IL.
Hanpuwmep, $tROng!;;

4. He BBOIM cBOM JMYHBIE JAHHBIE HA CaWTax, KOTOPBIM HE JOBEPSACIIb.
JJIeKTPOHHASA MOYTA

OJIEKTpOHHAs MOYTa - ATO TEXHOJIOTHUS W MNPENOCTABISIEMBIE €0 YCIYrH IO
MEPECHIIKE U MOJTYUYEHHUIO JIEKTPOHHBIX COOOLIEHUMN, KOTOPBIE PACIPEAEISIOTCS B
KOMITbIOTepHOU ceTH. OOBIYHO JJICKTPOHHBIA ITOYTOBBIM SIIUK BBITJISJIAT
CJIEIYIOIUM 00pa30oM: UMs_TOJIb30BaTENIsI(@UMA_foMeHa. Takxke Kpome nepeaadu
POCTOTO TEKCTA, UMEETCSI BOBMOXKHOCTH Tepe/laBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MMOYTOM:

1. Hano BbIOpaTh mNpaBUIIBHBII TOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTrPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JTYUIIE TIOBEPSAThH TEM,
KOT'O 3HAEIllb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBail B nyHOM noure nuuyHyro uHpopmanuio. Hanpumep, myunie
BbIOpaTh "My3bIKanbHbIA _(hanat@" umm "pok2013" Bmecto "temal3";

3. Hcnonb3yid IBYX3TAHYIO aBTOPU3ALMIO. ITO KOrJa TOMUMO MapoJisd HYKHO
BBOJUTH KOJ, MPUChUIaeMbIid M0 SMS;

4. BriOepu cinoxHbIi mapois. s KaX0ro MOYTOBOTO SIIUKA JIOJKEH OBIThH
CBOM HAJICKHBIN, yCTOMYMBBIN K B3JIOMY HapoOJib;

5. Ecaum ectp BO3MOXKHOCTH HamucaTb CaMOMy CBOW JIMYHBIM BOIIPOC,
WCMOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnonb3yid HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIit 11 4aCTHOM EPENUCKU
C ajapecaTaMy, KOTOPBIM Tbl JOBEpSEIIb. JTO 3JIEKTPOHHBIA aJpec HE HaAo
MCIIOJIB30BaTh IPHU PErUCTpallMK Ha (popyMax U canTax;

7. He otkpsiBait aitiel M npyrue BIOKEHHS B MHChMaxX, JaXe €CIIM OHU
MPUILUIA OT TBOMX Jpy3eil. Jlydllle yTOuHH y HUX, OTIPABISUIM JIM OHU TeOE 3TH
(aiiibl;



8. [Tocne okonuanus pabOThI HA TOYTOBOM CEPBUCE TIEPE]T 3AKPHITHEM BKIAIKU
C cailToM He 3a0yab HaXXaTh Ha "BeiidTn".

Ku0epOyniimHr wiim BUPTyaibHOE U31eBaTeJIbCTBO

KubepOymmuHT - mpeciaeqoBaHue COOOIICHUSMH, COJSPKAITUMU OCKOPOJICHUS,
arpeccuto, 3alyruBaHue; XyJIUraicTBO; COIMAIbHOE OOMKOTUPOBAHUE C IIOMOIIbIO
Pa3TUYHBIX UTHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYIITHMHTOM:

1. He Opocatica B 60ii. JIyumuii cmoco0: MOCOBETOBAThCS KakK ce0s BECTH H,
€CJIM HET TOTO, K KOMy MOYXHO OOpaTHThCS, TO BHaYaje yCIOKOWTHCI. Ecim Th
HaYHEeIllb OTBEYaTh OCKOPOJICHUSIMHU Ha

OCKOPOJICHUS, TO TOJBKO €Ile 0O0JIbIIE Pa30XIKeIlb KOH(MIUKT;

2. Ympasistiii cBoelt KubepperyTarueii;

3. AHOHUMHOCTH B ceTd MHUMAasl. CyIIIECTBYIOT CIOCOOBI BBISICHUTD, KTO CTOUT
3a aHOHHUMHBIM aKKayHTOM;

4. He crout BecTwm Xynuranckuii obOpa3 BUpPTyalbHOW >XU3HH. MHTepHeT
¢uKkcupyeT BCce TBOW JEHCTBUS M COXPaHICT MX. YJaIUTh UX OyAeT KpaiiHe
3aTPyAHUTEIBHO;

5. Co06uro1aii CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii equHU4HBINA HeraTuB. OHOPA30BBIE OCKOPOUTEIHHBIE COOOIICHUS
Jyuiie urHOpupoBaTh. OOBIUHO arpeccus MpeKpalacTcs Ha Ha4albHOM CTaIuH;
7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXHOCTh OJOKHPOBKM OTIPABKH COOOIICHHUH C
ONPENIEIICHHBIX aJPECOB;

8. Eciu T cBumerens kubepOysmHra. TBou AeMCTBUS: BBICTYNUTHh HPOTUB
peciieIoBaTeNsl, MOKa3aTb €My, 4TO €ro JCHCTBUS OLIEHMBAIOTCS HETaTHBHO,
NOJJIEPXKAaTh KEPTBY, KOTOPOW HY)KHA ICHUXOJIOTMYECKash MOMOIIb, COOOIIUTH
B3pPOCIIBIM O (paKTe arpecCUBHOTO MOBEJICHUS B CETH.

MooOuibHbIN TeaedoH

CoBpeMeHHbIE CMapT(POHBI U IUIAHLIETHI COAEPKAT B ceOE BIOJIHE B3POCIIBIM
(yHKIIMOHAN, W Tenepb OHM MOTYT KOHKYpUPOBAaTh CO CTAallMOHAPHBIMU
KoMIbtoTepamMu. OJIHAKO, CPEACTB 3ALIUTHI JJIs MOJOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTupoBaHME M TMOUCK YA3BUMOCTEH B HHUX IHPOUCXOJUT HE TakK
MHTEHCUBHO, Kak ais [1K, To sxe camoe kacaetrcst 1 MOOMIIbHBIX TIPHUIIOKEHUIA.
CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAJIM HACTOJIbHBIE
aHaJOTM, OJHAKO paclIMpeHue (QyHKIMOHalla BIIEYET 3a CO00O0W OOJIBIIYIO
CJIO)HOCTbh M MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlajieko He BCe€ MPOM3BOJAWUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKphIBAIOLIUE
KPUTUYECKHUE YA3BUMOCTH JIJIsl CBOMX YCTPOUCTB.



OcHOBHBIE COBETHI /111 0€30MAaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsieTcs nmo-HacTosimeMy OecriaTHbIM. byib ocTopokeH, BeJb Koraa
Tebe mpemiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE - TO
IJIATHBIE YCIIYTH;

Hymaii, mpexxae yeM oTrpaBuTbh SMS, hoTo ninu Buseo. Thl TOUHO 3HACIIIB, TJE OHU
OyIyT B KOHEUHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOET0 CMapT(hOHa;

Ncnons3yit aHTUBUPYCHBIE TPOTPaMMBI IS MOOWJIBHBIX TeIe()OHOB;

He 3arpyxaili npuiioeHUs OT HEU3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIIeUeHNE;

[Tocne TOro Kak Thl BBIMECIIB C caifTa, I/ie BBOJIWII JIUYHYIO HHGOPMAIIHIO, 3l B
HACTpOMKU Opay3epa u yjaaiu cookies;

[lepuoauyecku npoBepsii, KakKe IJIaTHBIEC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;
JlaBaii cBoit HOMEp MOOWJIBHOTO TenedhoHa TOIBKO JIOJSM, KOTOPHIX ThI 3HACIIb U
KOMY JI0BEpSEIb;

Bluetooth noykeH ObITH BBIKIIOYEH, KOTJa Thl UM HeE Mojib3yeuibes. He 3a0biBaii
MHOT]Ia TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIUE pPAa3BIICUCHUS,
OOBEUHSIONINE COTHM THICSIY 4YENIOBEK MO Bcemy Mupy. WUrpoku wuccienyror
JaHHBIM UM MHUp, OOIIAIOTCSA APYT C APYTOM, BBIOJIHSIOT 33JaHUsl, CPAKAIOTCS C
MOHCTPAaMH U MOJYYaIOT ONBIT. 32 YIOBOJIbCTBUE OHU IJIATST:

MOKYIAIOT AUCK, OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OMIIUU.

Bce a1y cpeacTBa uAyT Ha MOAJAEpNKAHUE M PA3BUTHUE WUIPHI, a TaKKE Ha caMy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3aMIATKH JIJI1 TPOTPaAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B mogoOHBIX Urpax CTOMT OmacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpaku TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CUCTEMA aBTOpU3AIMHU OOJIbIIMHCTBA
urp. OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAyHTA:

1. Ecnau npyroii urpok BeneT cedsi TIOX0 WM CO3/1aeT Te0e HENPUATHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. [Toxanyiicss aAMUHUACTPATOpPaM UIPbl HA IJI0XOE MOBEJICHUE 3TOr0 UTPOKa,
KeIaTeIbHO MPWIOKUTh KaKHe-TO JJOKAa3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii TuuHy0 HHGOpMaIKIO B Ipodaiisie urpsl;

4 VYBaxkail Apyrux y4aCTHUKOB TI0 UTPE;

5. He ycranasnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6 Hcnoinb3yi CII0XKHBIE U pa3HbIE MMAPOJIH;



7. Jlaxxe BO BpeMsl UIPbl HE CTOUT OTKJIOYaTh aHTUBHUpYC. [Toka Tl urpaenis,
TBOI KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpaskel JeHET M JTOKYMEHTOB CErOJHS YK€ HHKOTO HE yIWBHIIb, HO C
pa3BUTHEM WHTEPHETTEXHOJIOTHI 37I0YMBIIUICHHUKH IEPEMECTUIINCH B HHTEPHET,
Y IPOJOJIKAIOT 3aHUMAThCA " IMIOOMMBIM" 1€TIOM.

Tax nosiBUIach HOBAast yrpo3a: MHTEPHET-MOIICHHUYECTBA UM (DUIIMHT, IJIaBHAs
[eJib  KOTOPOro  COCTOMT B  MOJYYEHMM KOH(QUICHIMAIbHBIX JAaHHBIX
M0JIb30BaTeNeN - JOrMHOB W napojed. Ha anrnuiickom si3bike phishing uuraercs
kak ¢pummHr (0T fishing - peiOHas noBis, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

l. Cnenu 3a cBouM akkayHTOM. Eciu Thl To103peBaellib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMPOBaTh €€ U COOOUIUTH AJIMHHHCTPATOpaAM
pecypca 00 3TOM KaK MOYXHO CKOPEE;

2. Hcnons3yit Oe3oracHbie BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
MTOMCKOBBIX CUCTEM;

3.  Hcnonp3y#l cinoxHble U pa3Hble naposid. TakuMm oOpas3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TOJIydYaT AOCTYN TOJBKO K OJHOMY TBOEMY
pod U0 B CETH, a HE KO BCEM;

4.  Ecnu tebs B3110MaIM, TO HEOOXOAUMO MPEYyIPEUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBICHBI Y TEOSI B APY3bsIX, O TOM, YTO T€Os B3JIOMAJIK M, BO3MOXHO,
OT TBOETO UMEHHU OYJET pacchlaThCsl ClIaM U CChUIKU Ha (PUILIMHTOBBIC CAlTHI;

5. VYcranosu HagexHbIN napoiib (PIN) Ha MoOunbHbIN TenedoH;
6. OTKJIFOYM COXpaHEHHE MapoJsi B Opaysepe;
7. He otkpeiBail aiinel 1 Apyrue BIOXKEHHS B NMHUCbMax, JaXXe €CIH OHH

MPUILTA OT TBOMX Jpy3eil. Jlydine yTouHu y HUX, OTIPABISUIN JIM OHU TeOe ITH
(haibI.

Mudposas penyranus

[udposas penyranus - 3T0 HETaTUBHAS WIM MO3UTHBHAS MH(OpMAIUs B CETU O
tebe. Kommpomerupyromas uHdopMaius, pa3MelieHHass B WHTEPHETE, MOXKET
Cephe3HBIM 00pa30M OTpPa3UThCSI Ha TBOEH pealbHOM ku3HH. "LlmdpoBas
penyTtanus" - 3T0 TBOW UMHJIK, KOTOPBIN opMupyercst u3 uHpopmaimu o Tede B
UHTEpHETE.

TBOe MecCTO XKHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKU JIETKOMBICIEHHO OTHOCSATCA K MyOJuKaluu JUYHOMN
uHdopmaruu B MlaTEepHETE, HE MOHMMAs BOBMOXHBIX TOCIIEACTBUN. ThI Jaxe HE



CMOXEIIb J0raiatbCs 0 TOM, uTo (oTorpadus, pa3MelieHHas 5 JeT Hazaj, crana
NPUYMHON OTKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pasmemienue TBoux (oTtorpaduii u Apyrue AEHCTBUS MOTYT HE
WCYE3HYTh J1a)Ke MOCJE TOro, KaKk Thl UX YJAJIHIIb. Thl HE 3HAEUIb, KTO COXPaHMUII
3Ty HH(OPMaLNIO, OIIANA JIK OHA B MIOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIU OHA,
a TJIaBHOE: YTO MOJAYMAIOT O Te0e OKPYKAIOIIHE JIFOAH, KOTOPbIE HAWIYT U YBUST
sT0. Halitn mHbOpMaIiio MHOTO JIET CITyCTS CMOKET JIFOOOW - Kak W3 JTOOPBIX
noOy>KJIeHUH, TaK U C HAMEPEHHUEM MMPUUMHUTD Bpe. ITO MOXKET ObITh KTO YTOIHO.
OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOM permyTalUu:

1. [Togymaii, mpekie yeM 4To-TO MyOJIMKOBATh U IepeaBaTh y ceOst B Oore
WM B COLMAJIbHOM CETH;
2. B Hactpoiikax mpoduiis yCTaHOBM OTpaHWYEHHUS HA TMPOCMOTP TBOETO

npoduIsi U €ro COAECPAKUMOro, caiejai ero ToabKo st apyseit”;

3. He pa3smemait u He yka3biBail MH(OpMaIMIO, KOTOpask MOXKET KOTo-Iubo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MMKOJILHUKH - aKTUBHBIC MOJIH30BATEIN U(PPOBOTO MPOCTPAHCTRA.
OnHako naneko He BCE 3HAKOT, YTO MOJb30BAHHME MHOTMMH BO3MOKHOCTSIMU
muppoBoro Mupa TpeOyeT CcoOONIOJIEHHs TMpaB Ha  HUHTEIUIEKTYaJbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIIEKTYaIbHAS COOCTBEHHOCTH" OTHOCUTCS K Pa3TUYHBIM TBOPCHUSIM
YeJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTEHUU M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, M 3aKaHYMBas KHUTamu, ¢ororpadusmu,
KUHOPUIbMAMU W MY3BIKaJbHBIMU MPOU3BEICHUSIMU. ABTOPCKHE IpaBa - 3TO
mpaBa Ha WHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha TIPOU3ZBEIACHUS HAYKH,
JUTEPATYPhl U HUCKYyCcCTBA. ABTOPCKHE MpaBa BBICTYIAIOT B KauyeCTBE TapaHTHH
TOT'0, YTO UHTEJUIEKTYaJIbHBIN/TBOPUYECKUH TPY/l aBTOpa HE OyI€T HallpacHbIM, 1aCT
€My CHpaBEeJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTaXx CBOEro TPy.Ha,
MOJIyYUTh U3BECTHOCTh U Npu3HaHue. HukTo 6e3 pasperieHus aBTopa HE MOXKET
BOCIIPOU3BOIUTD ero MPOU3BECHUE, pacnpoCTpaHsTh, nyOJIUYHO
JEMOHCTPUPOBATh, MPOJaBaTh, UMIOPTUPOBATh, MyCKAaTh B MPOKAT, MyOJUYHO
WCIIOJHSATD, MOKA3bIBATH/UCIIOMHATH B 3upe Win pazmeniats B MiutepHere.
Hcnons3oBanue "mupaTcKoro" MporpaMMHOTO 00ECIIEUEHUS MOYKET MPUBECTH K
MHOTHM pPHCKaM: OT TIOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJJOKUPOBKHU TBOETO
YCTPOWCTBA, T/I€ YCTAaHOBJIIEHA HeJerajbHas mnporpamMma. He crTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIE M OECIUIATHBIE MPOTPAMMBI, KOTOPHIE
MOKHO HANTHU B CETH.



O nmopraJne

CereBuUOK.p( - TBOM TJIaBHBI COBETYMK B CETH. 311€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM U JIOCTYMHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyalluH OOpaTUTHCS 32 COBETOM. A TaKk»e MPUHSITh y4acTHE B
KOHKYpCax U CTaTh CaMbIM IIU(PPOBBIM rpak IaHUHOM !

UHCTPYKIMSA AJI5I OBYUAIOIIUXCSA OF HHOPOPMAIIMOHHOM
BE3OINACHOCTH
HEJIb341:
1. BceMm moapsin coobmath CBOIO 4acTHYH HHGOPMAIUIO (HACTOSIIUE UMS,
dbammmio, TenedoH, agpec, HOMEp IIKOJbI, a Takke (ororpadum CBOH, CBOESH
CEMbH U JIpy3eil);

2. OTKpbIBaTh BIOKEHHBIE (DAMIIBI 3JIEKTPOHHOM MOYTHI, KOTJa HE 3HAEUIb
OTIPABUTEIIS;

3. ['pyOuth, mpuanpaThCs, OKa3bIBaTh JABJICHUE - BECTH Ce0S HEBEXKIUBO U
arpecCUBHO;

4. He pacnopsbkaiics neHbramMu TBOEH ceMbU 0€3 pa3pelieHus CTapliuxX -
BCErJa CrpalnBa poOAUTEIIEH;

5. He BcTpeuaticsa ¢ IHTEpHET-3HAKOMBIMU B PEaJIbHOM KU3HHU - TIOCOBETYHCS
CO B3pOCJBIM, KOTOPOMY JOBEPSECIIb.

OCTOPOXHO

1. He Bce numyT npasny. Uuraems o cede Henpasay B MHTEpHETE - o000
00 3TOM CBOMM POJUTENISAM WIH ONEKyHaM;

2. [Ipurnamaror nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS - MPOBEPH, HET JIU
MOABOXA;

3. Hesakonnoe xonupoBanue (aitsioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCiabIM 0 MpoOsieMax B CETH - OHU BCET/1a IOMOTYT;
5. Ucnonb3yit HaCTpoiiku 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITh
CBOM AKKayHTHI B COLICETAX U APYTUX MOPTAJIAX.

MOXHO

1 YBaxail Ipyrux mojab30BaTelIei;

2 [Tonp3yembest THTEpHET-UCTOUYHUKOM - JI€JIail CChUIKY Ha HETO;

3. OTKpBbIBa TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4 OO01atbest 3a MOMOIIBIO B3POCIBIM - POAUTEINHN, ONIEKYHBI U aIMUHUCTPALIUS

CalTOB BCETA IIOMOTYT;
[Ipoitnu oOyuenue Ha caite "CeTeBUUOK" M TOMyYM MacOpPT MUGPOBOTO
rpaKJaHuHA
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